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The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )[3 Responsive to communication(s) filed on 14 October 2003 . 
2a)D This action is FINAL. 2b)H This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) M Claim(s) 1-22 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) S Claim(s) 1^22 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 13 The specification is objected to by the Examiner. 

10) S The drawing(s) filed on 10/14/03 is/are: a)M accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. Q Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 



Specification 

1 . Applicant is reminded of the proper language and format for an abstract of the disclosure. 

The abstract should be in narrative form and generally limited to a single paragraph on a 
separate sheet within the range of 50 to 150 words. It is important that the abstract not exceed 
1 50 words in length since the space provided for the abstract on the computer tape used by the 
printer is limited. The form and legal phraseology often used in patent claims, such as "means" 
and "said," should be avoided. The abstract should describe the disclosure sufficiently to assist 
readers in deciding whether there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information given in the 
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns," 
"The disclosure defined by this invention," "The disclosure describes," etc. 

2. The abstract of the disclosure is objected to because the abstract is written less than 50 
words in length. Correction is required. See MPEP § 608.01(b). 

3. The disclosure is objected to because of the following informalities: the applicant is 
advised to update information cited in the "Cross-Reference to Related Applications" section. 

Appropriate correction is required. 



Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

5. Claims 10 and 14 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 
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Re claim 10, the limitation "hashing together" in line 2 is unclear whether the 
values are added, subtracted, multiplexed, or chopped together. For examination 
purposes, the examiner considers the hashing function as a multiplexer for combining the 
values. 

Re claim 14, the limitation "operating system call is of a highest privilege level" 
is unclear of what privilege levels is. For examination purposes, the examiner considers 
limitation as only OS can call and use this random generator. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 1-2 and 7-21 are rejected under 35 U.S.C. 103(a) as being obvious over Edelkind 
et al. (U.S. 5,987,483) in view of Nozuyama (U.S. 5,867,409). 

Re claim 1, Edelkind et al. disclose in Figure 4 a method of generating a random 
number, comprising: a) retrieving values from a number of random generators (200) 
which are coupled to a number of microprocessor buses and a step of generating a 
random number which is based on the values retrieved from the number of random 
generators (300). Edelkind et al. do not disclose the random number generator is a 
MISR. However, Nozuyama discloses in Figure 2 random number generator is a MISR. 
Therefore, it would have been obvious to a person having ordinary skill in the art at the 



Application/Control Number: 10/686,33 1 Page 4 

Art Unit: 2124 

time the invention is made to replace a multiple random number generators with a 
multiple MISRs as disclosed in Nozuyama's Figure 2 into Edelkind et al.'s Figure 4 
because it would enable to increase the randomness and performance of the system 
random output. 

Re claim 2, Edelking et al. further disclose the number of MISRs is one (200 in 
Figure 4). 

Re claim 7, Edelking et al. further disclose one of the number of MISRs is 
coupled to a bus which runs wholly within an integrated circuit package (200 and 300 in 
Figure 4). 

Re claim 8, Edelking et al. further disclose retrieving values from the number of 
MISRs comprises: a) loading bits of a value stored in a first of the number of MISRs, in 
parallel, into a temporary register (input into 300); and b)retrieving the value stored in the 
temporary register (output of 300 and col. 5 lines 45-50). 

Re claim 9, Edelking et al. further do not disclose retrieving values from the 
number of MISRs comprises retrieving a value from a first of the number of MISRs by 
stepping the first of the number of MISRs to serially shift a plurality of bits out of the 
MISR. However, Nozuyama discloses in Figure 1 an output of MIRS is serially shifted 
out (output of XOR). Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention is made to replace a multiple random number 
generators with a multiple LFSRs as disclosed in Nozuyama's Figure 1 into Edelkind et 
al.'s Figure 4 because it would enable to increase the randomness of the system random 
output. 
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Re claim 10, Edelking et al. fiirther disclose generating a random number 
comprises hashing together the values retrieved from the number of MISRs (300). 

Re claim 11, Edelking et al. do not disclose generating a random number 
comprises XORing the values retrieved from the number of MISRs. However, 
Nozuyama discloses in Figures 1-2 that all the output data are exclusiveORed together to 
form a new output random data. Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention is made to add a XOR for 
XORing all the values retrieved as disclosed in Nozuyama' s Figures 1-2 into Edelkind et 
al.'s Figure 4 because it would enable to increase the randomness of the system random 
output. 

Re claim 12, Edelking et al. do not disclose a initializing each of the number of 
MISRs upon boot of a computer in which the MISRs reside. However, the examiner 
takes an official notice that these flip-flops only hold the data when the power is on so the 
flip-flops will reset upon power initialization. Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention is made to initialize the 
MISR upon the power reset because it would enable to start a new sequence of random 
number. 

Re claim 13, Edelking et al. further disclose values are retrieved from the number 
of MISRs via an operating system call (310 and col. 5 lines 47-50). 

Re claim 14, Edelking et al. further disclose operating system call is of a highest 
privilege level (col. 5 lines 49-52). 
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Re claim 15, Edelking et al. further disclose generating a random number is 
performed substantially immediately after the number of MISR readings are taken, the 
method further comprising storing (300) the random number in a temporary location for 
subsequent use (output of 300). 

Re claim 16 and 18, Edelking et al. do not disclose operating system call is issued 
in response to an application's request for a random number. However, the examiner 
takes an official notice that it is obvious operating system call is issued in response to an 
application's request for a random number as a request for encrypting a key for security 
reason upon the user request. Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention is made to generate a random number 
upon user's request because it would enable to save the computation and increase the 
reliability of the random numbers. 

Re claim 17, Edelking et al. do not disclose the retrieved values from a number of 
MISRs comprises a computer program's issuance of a request to read the number of 
MISRs. However, Nozugama discloses that the retrieved values from a number of 
MISRs comprises a computer program's issuance of a request to read the number of 
MISRs (col. 1 lines 35-40). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention is made to add a program's issuance as 
disclosed in Nozugama into Edelking et al.'s invention because it would enable to test the 
output of the random system prior outputting. 

Re claims 19-21, Edelking et al. do not disclose the test program. However, 
Nozugama discloses a testing the MISR (BIST) by: a) initializing the number of MISRs 
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to known values (reason as in claim 12); b) executing a test program on the 
microprocessor in which the number of MISRs reside (col. 1 lines 35-45) c) retrieving 
values from the number of MISRs; d) comparing the values retrieved from the number of 
MISRs with expected values; and e) indicating a failure of one of the number of MISRs if 
its retrieved value does not agree with its expected value (col 1 lines 49-52). Therefore, 
it would have been obvious to a person having ordinary skill in the art at the time the 
invention is made to add a test program (BIST) as disclosed in Nozugama into Edelking 
et al.'s invention because it would enable to test the output of the random system prior 
outputting. 

8. Claims 3-6 are rejected under 35 U.S.C. 103(a) as being obvious over Edelkind et al. 

(U.S. 5,987,483) in view of Nozuyama (U.S. 5,867,409), as applied to claim 1 above, in further 

view of Thomlinson et al. (U.S. 5,778,069). 

Re claims 3-6, Edelking et al. in view of Nozuyama disclose that the input data to 
the MISR is a input data (IN0-IN7 in Figure 2), but do not disclose one of the number of 
MISRs is coupled to a data bus / address bus / instruction data / instruction address which 
transfers data between a data / address / instruction data / instruction address cache and a 
CPU core. However, Thomlinson et al. disclose in Figure 3 (col. 3 lines 15-30) that the 
input data can be anything from the static bits (52), machine bits (54), and application 
bits (56). Therefore, it would have been obvious application to a person having ordinary 
skill in the art at the time the invention is made to input a data, address, instruction data, 
or instruction address as the input data to one of number MISRs as disclosed in 
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Thomlinson et al.'s invention into Edelking et al. in view of Nozuyama's invention 
because it would increase the randomness for generating a random number from multiple 
random sources (col. 3 lines 30-35). 



9. Claim 22 is rejected under 35 U.S.C. 103(a) as being obvious over Nozuyama (U.S. 
5,867,409) in view of Edelkind et al. (U.S. 5,987,483): 

Re claim 22, Nozuyama discloses in Figures 3 and 7 a method of generating a 
random number comprising: assigning a built-in self-test (BIST) (col. 1 lines 35-40) local 
block of a microprocessor a major address (do-d n -i in Figure 3), assigning each of a 
number of multiple input shift registers (MISRS) in the BIST local block a minor address 
(each individual data d x ), issuing an instruction to turn on and initialize the MISRS, 
issuing a request to read the MISRS, in response to a request for an XoRing the MISR 
readings with each other (Figure 3), and with historical readings, if any, to generate. 
Nozuyama does not disclose the random number is used to generate the encryption key. 
However, Edelkind et al. disclose in column 1 lines 10-20 that the stable random number 
sequences is used in encryption key. Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention is made to use the random 
number in encryption key as disclosed in Edelkind et al.'s invention into Nozuyama's 
invention because it would enable to prevent detectable key. 

Double Patenting 

10. ■ A rejection based on double patenting of the "same invention" type finds its support in 
the language of 35 U.S.C. 101 which states that "whoever invents or discovers any new and 
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useful process ... may obtain a patent therefor ..." (Emphasis added). Thus, the term "same 
invention," in this context, means an invention drawn to identical subject matter. See Miller v. 
Eagle Mfg. Co., 151 U.S. 186 (1894); In re Ockert, 245 F.2d467, 114 USPQ 330 (CCPA 1957); 
and In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970). 

A statutory type (35 U.S. C. 101) double patenting rejection can be overcome by 
canceling or amending the conflicting claims so they are no longer coextensive in scope. The 
filing of a terminal disclaimer cannot overcome a double patenting rejection based upon 35 
U.S.C. 101. 

11. The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. See In re Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. 
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 
1970);and, In re Thorington } 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321(c) may be used to 
overcome an actual or provisional rejection based on a nonstatutory double patenting ground 
provided the conflicting application or patent is shown to be commonly owned with this 
application. See 37 CFR 1. 130(b). 

Effective January 1 , 1 994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 
CFR 3.73(b). 

12. Claim 1 is rejected under the judicially created doctrine of double patenting over claim 1 
of U. S. Patent No. 6,678,707 since the claims, if allowed, would improperly extend the "right to 
exclude" already granted in the patent. 

The subject matter claimed in the instant application is fully disclosed in the patent and is 
covered by the patent since the patent and the application are claiming common subject matter, 
as follows: 

Claim 1 of U.S. Patent No. 6,678,707 has all the limitations cited in claim 1 of the 
present application. 

Furthermore, there is no apparent reason why applicant was prevented from presenting 
claims corresponding to those of the instant application during prosecution of the application 
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which matured into a patent. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968). 
See also MPEP § 804. 

Conclusion 

13. ; The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

a. U.S. Patent No. 5,428,561 to Bryant et al. disclose an efficient pseudorandom 
value generator. 

b. U.S. Patent No. 5,642,362 to Savir discloses a scan-based delay tests having 
enhanced test vector pattern generation. 

c. U.S. Patent Application No. 0051542A1 to Kim discloses a parallel scrambler of 
exchange in asynchronous transfer mode. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Chat C. Do whose telephone number is (703) 305-5655. The 
examiner can normally be reached on M => F from 7:00 AM to 4:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chaki Kakali can be reached on (703) 305-9662. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Chat C. Do 
Examiner 
Art Unit 2124 

October 13,2004 




